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This module aims to provide information about the potential risks associated with internet 

use such as: 

Cybersecurity Issues

 Impact on Mental Health and Wellbeing of the Users

Module 2: Risks of Internet Use



With an increasing number
of users, devices and
programs in the modern
societies, combined with
the increased deluge of
data -- much of which is
sensitive or confidential --
the importance of
cybersecurity continues to
grow. The growing volume
and sophistication of cyber
attackers and attack
techniques compound the
problem even further.

The aim of this module is to raise parents’
awareness and understanding of the wide
spectrum of cybersecurity risks to children
enhance their knowledge and skills for utilising
cybersecurity methods and tools, as well as for
discussing cybersecurity risks with children and
approaches for keeping them safe in the digital
world.

Topic 1 –
Cybersecurity Issues



This module of Cybersecurity covers the following sub-topics:

Online privacy
Online harassment 
(cyberbullying and 

cyberstalking) 

Stranger danger 
(catfishing and online 

grooming)

Social engineering 
attacks (phishing and 

identity theft)

Sexual solicitation 
(sexting)

Technology-based threats 
(malware, virus, hacking)

Economic risks (online gambling and 
financial scams)

& Internet addiction

Top Tips For Keeping Your Child Safe 
Online



“The growth of the Information Age and Internet has brought increased attention to privacy
issues. On any given day, you will see at least one news story about privacy, or lack thereof”
(Bahadur, Chan & Weber, 2002, p. 9).

Today, the digitalization has become central to economies and societies, transforming the
everyday world and way people and societies live, work and interact (International
Telecommunication Union, 2021).

Online privacy

The benefits of the technological progress on our daily lives are inevitable. With one click on
the Internet we have instant access to information on any subject and at any time (Bahadur,
Chan & Weber, 2002).



Some companies have almost intimate relationships with consumers because of the
Internet and its related technologies. Data on what the consumers like, from underwear
to favorite Web sites, is compiled somewhere on some company’s server. A complete
profile can be developed of the consumer’s. This, of course, is good for providing targeted
products and services to the consumer, but needs this also means the consumer can be
overwhelmed with data and advertisements and be completely known to some unknown
entity on the Internet. Is the trade-off worth it? (Bahadur, Chan & Weber, 2002, p.13).



Cyberbullying is bullying that takes place over digital devices
like cell phones, computers, and tablets. Cyberbullying can
occur through SMS, text, and apps, or online in social media,
forums, or gaming where people can view, participate in, or
share content (ASPA, 2021).

Online harassment (cyberbullying and 
cyberstalking) 



“Cyberstalking involves using the internet, cell
phone, and/or any other electronic communication
device to stalk another person. Cyberstalking may
involve false accusations, threats, identity theft,
damage to data or equipment, solicitation of minors
for sexual purposes, and any other form of repeated
offensive behavior. It may include ‘creeping,’ in
which a person acquires the personal information
about another through the internet, typically social
networking sites” (SMSU, 2012).

Cyberbullying includes sending, posting, or sharing
negative, harmful, false, or mean content about
someone else. It can include sharing personal or
private information about someone else causing
embarrassment or humiliation. Some cyberbullying
crosses the line into unlawful or criminal behavior
(ASPA, 2021).



What is
catfishing?

Catfishing refers to when a
person takes information and
images, typically from other
people, and uses them to create
a new identity for themselves.
In some cases, a catfisher steals
another individual’s complete
identity—including their image,
date of birth, and geographical
location—and pretends that it is
their own. The catfisher then
uses this identity to trick other
people into associating with
them or doing business online
(Fortinet).

Stranger danger (catfishing and 
online grooming)



What is online 
grooming?

Grooming is when someone builds an
online relationship with a young person
and tricks them or pressures them into
doing something sexual.

Online grooming is when someone uses
the internet to trick, force or pressure a
young person into doing something
sexual - like sending a naked video or
image of themselves. This is wrong.

Someone who’s grooming others online
will sometimes build their trust before
talking about doing anything sexual.
Grooming might be difficult to recognise,
but no matter what’s happening.



What is 
sexting?

Sexting is sending and receiving
sexual messages through technology
such as a phone, app, email or
webcam. For some people, sexting t,
boundaries and intimacy. However, in
some cases, sexting is used to bully,
blackmail and exploit.

Sexual solicitation (sexting)

The decision to sext is personal — not
everyone feels the same way about it.
Most teens decide not to sext. Older
teens are more likely than younger teens
to send and receive sexts.



What is
phishing?

Phishing is a cybercrime in
which a target or targets
are contacted by email,
telephone or text message
by someone posing as a
legitimate institution to lure
individuals into providing
sensitive data such as
personally identifiable
information, banking and
credit card details, and
passwords. .

Social engineering attacks (phishing 
and identity theft)



What is
identity theft?

Identity theft is a broad term that applies
any time someone steals your personal
information, such as your Social Security
number, and uses it to create a new
account, make a purchase or commit other
fraud.

Due to the nature of technology and the
internet, your personal information is
always at risk. If you're not carefully
monitoring your credit file, you may not
notice you've been victimized until the
damage is already done.



What are computer 
security threats?

Computer security threats are
relentlessly inventive. Masters of
disguise and manipulation, these
threats constantly evolve to find new
ways to annoy, steal and harm.

Sub-Topic 6: Technology-based threats 
(malware, virus, hacking)

Computer Viruses
Perhaps the most well-known computer security
threat, a computer virus is a program written to alter
the way a computer operates, without the
permission or knowledge of the user. A virus
replicates and executes itself, usually doing damage
to your computer in the process.

Hackers and Predators
People, not computers, create computer security
threats and malware. Hackers and predators are
programmers who victimize others for their own gain by
breaking into computer systems to steal, change, or
destroy information as a form of cyber-terrorism.

Malware
Is a form of malicious software in which any file or
program can be used to harm a computer user. This
includes worms, viruses, Trojans and spyware.

Examples of Online Cybersecurity Threats.



Lottery and Free Gift Card Scam

Oftentimes there are posts on social media
claiming to give out free gift cards to popular
stores like Starbucks, Target and the
Cheesecake Factory or announcing that you’ve
won the lottery. When you click on them,
you’re taken to a site that asks you to enter
your information to claim your winnings. The
information they ask for may vary. They could
ask for your phone number to secretly charge
you in data fees. A ”lottery” post may require
your banking information in order to wire you
money, which they end up stealing from you
instead.

How to Spot a Lottery or Free Gift Card Scam
• Remember that you can’t win a lottery you never entered.
• Be wary of giving sites your personal information, especially banking details.

Sub-Topic 7: Economic risks (online 
gambling) & Internet addiction



Internet addiction is when a person has a compulsive need to spend a great deal of time
on the Internet, to the point where other areas of life (such as relationships, work or
health) are allowed to suffer. The person becomes dependent on using the Internet and
needs to spend more and more time online to achieve the same ‘high’.

It isn’t necessary to quit using the Internet altogether. Professional treatment aims to allow 
the person to use the Internet positively rather than compulsively.



The online world is an amazing place for children to
be creative, chat with friends and find useful
information. Your child might be spending a lot more
time online at the moment, and that's
understandable, but it's important to know there are
lots of things you can do to keep your child safe
when using the Internet.

1. Encourage open discussion.
Discuss digital life with your children, offer your
opinions and share your challenges. Let them know
that they can come to you to discuss anything
they’re unsure about.

2. Be curious.
Seek to understand your child’s online world, by
asking them how their newest game works, how to
upload that photo on to their favourite social media
platform, or what the best feature is on the app they
use most often.

Seven Tips For Keeping Your Child Safe 
Online



3. Report.

Most platforms have ways that you can report
inappropriate content or bullying behaviour. It’s
important to help your child know how to report
for themselves as well.

4. Stay aware.

If your child appears moody or anxious after being
online this may suggest they are being cyberbullied
or have experienced or seen something that has
upset them. Encourage a discussion around this
and support your child to come up with solutions.

5. Reassure.

If they have made a mistake online, reassure them
that everything will be okay and you will sort it out
together. It can be hard not to react when your
child has posted or shared something that may
have created an issue, but focus on the learning
from the situation where possible.



6. Create rules together.

As a family, decide some appropriate rules

around screen time and breaks. Some

families have restrictions on device usage

in certain rooms or at certain times of the

day, while others may use parental

controls on broadband or other devices. If

children are involved in coming up with

these, they will feel more empowered.

7. Educate on risks.

Ensure your child is clear about the

difference between real in-person

friendships and online 'friends' and

'followers'. Discuss the risks of talking to

strangers online and of sharing personal

details, thoughts and feelings.



Thank you for your attention!

https://www.flexiquiz.com/SC/N/d7
27320f-e808-4ec0-bf63-

fe61a0c374d1

Take the online QUIZ 
together with your 

children!

https://www.flexiquiz.com/SC/N/d727320f-e808-4ec0-bf63-fe61a0c374d1
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Specifically, the following themes will be discussed: 

 Mental Health- Anxiety, Stress, Depression and Self-Esteem.

 Cognitive Functions (Memory, Attention, etc.).

 Social Life – Withdrawal, Replacement, Degradation.

 Health and Self-Diagnosing.

Topic 2: Mental Health and Wellbeing

This topic aims to inform and raise awareness about the potential risks and dangers of internet use on 
mental health and wellbeing of the users. 



Positive Mental Health is a state of wellbeing in which an individual
can:

Realize his or her own abilities

Cope with normal stresses of life

Work productively and make a contribution to his/her
community

Mental Health is fundamental to our collective and individual
ability as humans to think, emote and interact with each other and
enjoy life.

Mental Health and Wellbeing



‘Problematic Internet use appears to be capable of altering the

mood, motivation, concentration, and producing a dissociating

and disinhibiting experience for users. For some individuals,

patterns of use can transform to abuse, taking on a compulsive

quality… Many of the daily spheres of behaviour, including

work, appear to be affected by this powerful technology.‘

Dr David Greenfield, Centre for Internet Behaviour, USA

Problematic Internet Use and 
Wellbeing

The pandemic of COVID-19 has increased dramatically the time both parents and children
spent online, and has been associated with the rise in problematic internet behaviors
(Servidio et al., 2021).



Moderate Social Media use can be used to relieve stress and anxiety, and to

decrease loneliness which might caused from distressing and unexpected

situations (Hampton et al., 2015; Frontiers, 2020)

Impact on Mental Health: 
Anxiety and Stress

However, the facilitated and prolonged access to social media

increase the risk to further anxiety, generating a vicious cycle.

(Boursier et.al, 2020)



FOMO (Fear of Missing Out) refers to a feeling or perception that others are

having more fun, living better lives, or experiencing better things than you are

(Brown, 2018).

There is a strong link between anxiety, FOMO (fear of missing out) and

problematic use of social media characterized by feelings of restlessness,

worry, trouble sleeping and concentrating (Brown, 2018; McLean Hospital,

2022).

Impact on Mental Health: 
Anxiety and Stress

Did you know? People who are using 7 or more social media platforms, were
x3 times more likely to experience high levels of general anxiety symptoms
compare to people who uses 0-2 platforms?



Additionally, several studies indicate that teenage and young adult users who spend the most time on

Instagram, Facebook reported higher rate of depression (13-66%) (Child Mind Institute, 2022).

Impact on Mental Health:
Depression

Factors such as high self-esteem, greater life satisfaction and positive social
relationships appear to moderate the association between social media use depression
and anxiety (Boursier et.al, 2020).

Here are some reasons:

• FOMO and feelings of envy for people who seemingly living a better life (Hunt et.al, 2018)

• Exposure to Bad News – ‘Doomscrolling’ (Garcia-Navaro, 2020)

• Isolation – Lack of Meaningful Social Interactions (Nittle, 2021)



Impact on Mental Health:
Self- Esteem 

People are comparing their appearance to people in 

Instagram images, or whatever platform they're on, and they 

often judge themselves to be worse off. 

Dr. Jasmine Fardouly

How can social media impact self-esteem? 

Check this video on the impact of social media on self-
esteem and self perception.

https://www.youtube.com/watch?v=iWc5rQ_YvYw


Body image is your perspective of your body's appearance and how it compares to societal

standards.

• A negative body image can create unrealistic expectations and could cause the development

of unhealthy behaviors e.g., eating disorder (Wang et al., 2017; Fatt et al., 2019).

• There is a correlation between time spent on social media, negative body image, and

disordered eating, specifically when scrolling through appearance-related content (Insider,

2020).

Impact on Mental Health:
Self- Esteem and Body Image 

Did you know? Instagram is the platform that most leads young

people to report feeling anxiety, depression and worries about

body image (Child Mind Institute, 2022).



How social media promotes a negative body image?

 Photoshop and filters: photo retouching has grown in popularity with the rise of various

apps and filters. However, this might cause unrealistic expectations of how you look.

 #Thinspo: Thinspo refers to ways to encourage people to lose weight in order 

to stay thin – usually promoting unrealistic body shape and weight. 

(Insider, 2020)

Impact on Mental Health:
Self- Esteem and Body Image 

 #Fitspo: Similar to Thinspo, Fitspo refers to ways used in social media to

encourage people to achieve athletic physique, through promoting

unrealistic body shape and weight.



6 Ways To Minimize Negative Effects 
on Mental Health

1. Seek Out Real Connections - Focus on balance and ensure your children are also

engaging in social interaction.

4. Distract yourself from the Distraction - Turn off notifications and don’t let

notifications interrupt your activities and tasks.

3. Track your Time – Use apps to trach how much time you spend on social media and set goals.

5. Focus on Gratitude – appreciate the small things in life.

2. Set a Good Example - Practice restraint and balance in your own media diet to set an example

for your loved ones.



How is Social Media Affecting our Brain? 

Watch this Video to learn more!

Problematic Internet Use and 
Cognitive Abilities

https://www.youtube.com/watch?v=HffWFd_6bJ0


Despite the feeling of ‘happiness’ when using social

media, excess use of internet over prolonged periods

of time, may negatively impact certain cognitive

functions such as:

 Attention

Short-term memory

Problematic Internet Use Cognitive 
Abilities

‘’Technology has the tendency to increase our 
absent-mindedness, reduce our ability to think 
and remember, to pay attention to things and 
regulate emotion.’’

Dr Sharon Harwood 



Our brains have been trained to quickly shift our concentration to prompts

and notifications, which are effectively interfering with our ability to

maintain focus on a particular cognitive task for an extended duration.

(Rawan, 2020)

Interactive Videos, images and sound clips offer ‘instant gratification’ to

engage people’s short attention span, diminishing in-depth analysis and

understanding (Weatherhead, 2012)

Impact on Cognitive Abilities: 
Attention

Did you know? The average attention span dropped the last 10 years from 12
minutes to 5 minutes?



Similarly, having all of that information available online whenever

we need it, changed the way our brain store information – there’s

less things to remember, when you have the ‘Search’ option.

However, activities such as scrolling through social media

(Instagram, Facebook, Tiktok etc.) appeared to affect the Episodic

Memory, hence our ability to recall and state events/ information

(Child Mind Institute, 2022).

Impact on Cognitive Abilities: 
Memory

Check this video to learn more on how excessive use of technology is affecting
human memory.

https://www.youtube.com/watch?v=qoFMGLTjUTM


Tips to improve your Memory 
and Attention Span

1. Limit the time you spend on the internet everyday to 30 minutes or one hour.

2. Ensure that you receive an adequate amount of sleep – at least 7 to 8 hours. 

3. Challenge yourself to focus without interrupting or checking the phone. 

4. Aim to exercise your brain through traditional methods – i.e., read a book.

5. Practice Muscle Relaxation Techniques - follow these instructions for a successful relaxation 
session!

6. Do not skip physical exercise as it releases beneficial neurotransmitters for your brain to 
recharge. 

https://www.uofmhealth.org/health-library/uz2225


Impact on Social Life:
Withdrawal, Replacement & Degradation

According to the European Parliament (2020), excessive use of

technology can impact a person’s social relationships in the

following ways:

 Withdrawal from social relationships;

 Replacement of relationships with less valuable alternatives;

 Degradation of social relationships.

Online communications have removed the constraints of space and time – however, excessive use of

technology can have a negative impact on a persons social life.



Impact on Social Life: 
Withdrawal

Quality human relationships are irreplaceable contributors to human wellbeing

and the lack of them may result in a less meaningful and less valuable social life

(Helm, 2017).

However, due to spending a lot of their time online heavy users are (Bargh, 2004):

• Neglecting existing social relationships – engage less with family and friends

• Less likely to maintain existing social relationships

• Less likely to form new relationships

Did you know? A recent study showed that people who spent more than two
hours a day on social media had twice the odds to experience social isolation,
compare to those who spent half hour or less.

https://www.ajpmonline.org/article/S0749-3797(17)30016-8/fulltext


Impact on Social Life: 
Replacement

Online interactions have trespassed the limitations imposed by time and space, however especially during

the pandemic they have started replacing social activities such as visiting friends, going to work etc. (Baek,

2013; Ranaeiy, 2016).
Despite all the benefits of technology, face-to-face human

interaction is vital as:

 Non-verbal cues are important for an effective

communication.

 Trust and connection between humans is harder to be

established through online interactions.

 Humans are social animals – our brains are wired to

encourage social behavior.

A short clip about living a ‘social
media’ life.

https://www.youtube.com/watch?v=GXdVPLj_pIk


Impact on Social Life: 
Degradation

Another cost when relying on virtual contacts is the absence of meaningful

social interaction. The ability to understand or feel what another person is

experiencing – also known as empathy – is extremely difficult and is affecting

human relations (Shrand,2012).

This lack of empathy is also demonstrated through cases of:

• Cyberbullying

• Trolling

• Hate Speech Learn more about the importance of empathy in the
digital era through this video.

https://www.youtube.com/watch?v=gzhkn9BnRmU


 Spend less time on social platforms - Phone settings allow our devices to alert us

when we’ve reached our quota for the day.

 Invest on real relationships – spend more time with friends and family, use social

media as a way to plan face-to-face meetings.

 Try a new hobby – it is a good way to keep your mind and body active, connect

with people while keeping electronic devices away.

 Exercise reflection and be mindfulness – pay attention to your feelings and

actions while using social media.

Impact on Social Life:
Using social media in a more social way



The Internet is an endless source of information but, it is also a tempting tool for medical
self-diagnosis.

Health Experts explain that online information is helpful, when you use it
to supplement conversations with experts, but it can be dangerous if used as a replacement.

Impact on Health: 
Self-Diagnosis



In other words, if this particular knowledge is misinterpreted, several
problems may arise such as (Ford, 2018;Naved, 2021) :

Impact on Health: 
Self-Diagnosis

 Unnecessary stress and anxiety.

 Unnecessary medical examination.

 Misinformation due to unreliable sources.

 Confirmation bias - shut out other possibilities.

 Dangerous self- treatments

Learn more on why self-diagnosis can be problematic in this video.

https://www.youtube.com/watch?v=HMpzNY-5T-Q


Using health information online can be a positive thing, if it is used to:

Impact on Health: 
Self-Diagnosis

 Learn more about a diagnosis than your provider has time to

teach you.

 Point you toward alternative treatments to discuss with your

health expert.

 Find support from other people with the same condition.



Impact on Health: 
Self-Diagnosis

A suggestion when searching for reliable information online is to utilize sites such as the following:

 Those ending with the suffix “.gov,” as they’re sponsored by the government;

 Sites ending with “.edu,” as they’re run by medical schools or universities;

 Sites that end with “.org,” as they’re maintained by not-for-profit organizations;

 Scientific or medical journals (School, 2021).



Summary

The internet has become a daily reality in our lives. It includes both benefits to education

and development, as well as exposure to risks, which could have a detrimental effect on

our mental health and wellbeing.

Hence, to avoid such risks it is important to:

 EMPOWER children and young people to be responsible online individuals;

 EDUCATE families about the appropriate digital use and risks;

 ENCOURAGE industry to provide appropriate and accessible content;

 ENSURE children and young people who needs help, to receive it promptly and

early.
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