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Introduction

The Internet represents a technological breakthrough, a new way of communication and a
new era with different characteristics in terms of transmission and speedmimunication.

The benefits of using the Internet are numerous, both professionally and socially. In recent
years, however, we have also very often perceived the pitfalls that we can encounter online.
Privacy violations, the dissemination of fake newsnifat acts such as cybéwullying, the
reproduction of crime on the dark web, internet addiction and the negative effects of the
Internet on social relations and social cohesion.

This document provides an overview of the current situation relating torkernet abusive
behaviour (IAB) in Slovenia.
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1 State of the Art in the field of IABSIlovenia

1.1 Legislation framework

There is no specific law in the country that deals with the IABsbite ofthe internetusagepolicies

the user's rights and thprotection of personal data are covered within Electronic Communications
Act (ZEKorrl-NPB4). Thislaw lays down standaefor protection, the rights of users, regulates the
security of networks and services and their operation in exceptional circumstapossires the
exercise and regulation of the protection of the right to communication privacy of users of public
communications services.

Users can also, contact The Information Commissioner's ®#icnytime to help them when they
believe that someonéas improperly interfered with personal data; when you are requikdoselP
decision to process personal data (biometrics, integration of databases).

However, as more and more namemical addictions and other forms of risk are being detected, the
"Prewventive Platforni" Program submitted a proposal for the implementation of the Addiction
Prevention Act (ZRB)*, which would determine measures to prevent addiction and treat those addicts
who are not included in the existing Prevention of lllicit Drug &fse# Treatment of lllicit Drug Users

Act (ZPUPD)

1.2 Main social actors the role of families and parents

The main government organisations working in the fielti@are:

{ Ministry of the Interior
The Ministry of the Interior performs tasks related to providing public security in Slovenia.
 Ministry of Labour, Family, Social Affairs and Equal Opportunities
The Ministry of &bour, Family, Social Affairs and Equal Opportunities is responsible for all
aspects of family life and related issues.
1 Ministry of Health
I Ministry of Education, Science and Sport
Ministry of Education, Science and Sport helps in creating an inclusive, egalitarian,

! https://zakonodaja.com/zakon/zekort

2 https://www.ip-rs.si/varstveosebnihkpodatkov/informacijskeiehnologijein-osebnipodatki/

3 https://www.preventivnaplatforma.si/

4 https://www.preventivna
platforma.si/docs/pobuda/PP_pobuda_zakon_o_preprecevanju_zasvojenosti_NVO_koncna_verzija.pdf
S https://zakonodaja.com/zakon/zpupd



https://www.gov.si/en/state-authorities/ministries/ministry-of-the-interior/about-us/
https://www.gov.si/en/state-authorities/ministries/ministry-of-labour-family-social-affairs-and-equal-opportunities/about-the-ministry-of-labour-family-social-affairs-and-equal-opportunities/
https://www.gov.si/en/state-authorities/ministries/ministry-of-health/about-the-ministry/
https://www.gov.si/en/state-authorities/ministries/ministry-of-education-science-and-sport/
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sustainable and creativsociety of lifelong learning, promotes the involvement of young
people, and encourages participation in sporting activities

Ministry of Justice

The Ministry oflustice performs the tasks of judicial proceedings, enforcement of criminal
sanctions, protection of personal data, international legal aid, and international judicial
cooperation in civil and criminal matters.

National Institute of Public Health

The institute is a central national establishment with a main purpose to educate, protect and
enhance the health of the population of the Republic of Slovenia by means of raising
awareness and other pventive measures.

The Information Commissioner's Office

The Information Commissioner is responsible for ensuring respect for the right to access
public information and the right to personal daprotection.

Slovenian Ministry of Public Administration

Slovenian Ministry of Public Administration is responsible for the functipafrthe national
communication network and provides support to the development of electronic services for
citizens, the economy and the State.

Other institutions that are focusing on the role of parents and families, parent associations and other
relevantstakeholders:

f

Centre for digital Wellbeing (LOGOUT)

Centre povides psychological counselling for children, young people and adults and different
workshops & lectures connected to internet abusive behaviour and problematic use of digital
technology.

Slovenian Assaaiion of Friends of Youth (SAFY),

Organization that aims to raise the quality of life for children, young people and families in
which we want to represent their interests, assert to their needs and protect their rights.
Youth Information and Counselling Center of Slovenia (MISSS)

Organization that implement social welfare and youth programs that are designed for
children, adolescents, and pants.

Clinic for the treatment of nothemical addictions



https://www.gov.si/en/state-authorities/ministries/ministry-of-justice/
https://www.nijz.si/en/projects-and-programmes
https://www.ip-rs.si/o-poobla%C5%A1%C4%8Dencu/
https://www.gov.si/en/state-authorities/ministries/ministry-of-public-administration/about-the-ministry/
https://www.logout.si/en/home
https://www.zpms.si/en/about-us/
https://www.techsoupeurope.org/partners/misss-youth-information-and-counseling-center-in-slovenia/
https://www.zd-go.si/ambulante/zdravljenje-odvisnosti/2016052012300018/center_za_bolezni_odvisnosti
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1.3 Case studies Scientific research

Children's digital lives during the Coronaisis (KiDiCoT%)
How children (16L8) experienced online risks during the Cei@dlockdown Spring 2020

The research that was conducted in 11 European countries shows how did the corona pandemic crisis

affected lives of most childreim spring 2020.

Slovenian children aged between 10 and 18 years who were involved in the study during spring closure
reported that they have spentsingdigital technologies on average 6,69 hours gay, of which3,85
hoursfor school purposes

The main aim of theaureywast o i denti fy potenti al changes that

experiences during the Covidckdown, compared to the situation before Covithe percentage of
children who reportedn Slovenido feel safeonline is 60%n school ranges 80% home 96%. More

than half of the children surveyed (54%) reported that they were more concerned about the increased
use of digital technologies at the time of the closure of the countries.

In Slovenia, 43% of parents questioned said that they were rnoneerned about the overuse of
digital technologies before cowitd closure.

General internet addictionPsychometrigoroperties of Slovenian instrumerst

“Gener al internet addiction has been on the
physical and mental health, interpersonal relationships, and other areas of everyday life. Only a metrics
tool for problematic internet use assessment was adapted to the Slovene language. Therefore, the
main aim of the research was to test the psychometrimparties of the selhssessment questionnaire

to measure gener al internet addiction."”

According to the results of the Slovenian survey, which was carried out on a representative sample,
3.1% of the adult Slovenian population is at risk of becoming problem internet i&&sed on the
analysesquestionnaire measuring general internet addbet is a reliable metrics tool, while islidity
requires further examination.

8 https://safe.silraziskaven-trendi/digitalno-zivljenjeotrok-casukoronakrizekidicoti

7 https://safe.si/sites/default/files/kidicoti_online_risks_report.pdf
8 https://www.nijz.si/sites/www.nijz.si/files/uploaded/selak_et_al._jz_02.pdf
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Secure Internet usage during the first wave of the CONMDepidemic in Slovenfa

27% of regular Internet users @®4 years) in the first quarter of 2020 did not know whether they had
a security software installed on their smartphone. 4% lost information, documents, pictures or other
kind of data on their smartphone due to a virus oher hostile type of programs.

Safer Internet Day (SID) is on 9th February of each year to promote safer and more responsible use of
online technology, mobile phones and aims to make users aware of the dangers of using the Internet.

Accordingo the statidical office of Slovenianiernet usage is slowly increasing among the elderly

In the first quarter of 2020, 87% of individuals agedbyears regularly used the Internet, which is
the same as in the ERV. Compared to 2019, when 83% ofI8-yearolds regularly used the Internet,
the Internet usage increased in all age groupgept forl6-24-yearolds, where it remained the same
(99%). The largest changes occurred amonré&fyearolds (79% and in 2019: 70%);-88-yearolds
(98% and in 2019: 94%), and-88-yearolds (51% and in 2019: 47%).

The findings of the research shows that thember of internet users are growirgnd based on the
existing research, trends in prolonging the time spent in front of screens by both children and adults

1.4 Best practices

Title LOGOUTCentre for digital Wellbeing
Location Slovenia
Ljubliana, lzola Cel | e, Radovl jica, Rade

Organisation/Institution| Zavod Nora, center sodobnih zasvojenosti

Contact Data Kr i Zna,1000 Ljublmnal 2

T: 00386 41 233 474

E:info@Ilogout.si

W: https://www.logout.si/sl/
TargetGroup/Context | Public, Professionals, Parents, Children/Youth

Content/Learning Seminar, Workshop, Training, consulting Rublic, Professionals, Paren

Outcomes Children/Youth

Description of the LOGOUT Centre for digital Wellbeprgvidespsychological counselling fq

Process children, young people and adults and different Workshops & lect
connected to internet abusive behaviour and problematic use of di
technology.

9 https://www.stat.si/StatWeb/en/News/Index/9359
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Resources needed /
Evaluation of the/
Methodology
Title Safe.st Safer Internet Centre
Location Slovenia
Ljubljana
Organisation/Institutonf Uni ver za v Ljubl jani, Fakul teta
Contact Data Kardeljeva ploscad 5

1000 Ljubljana

T: 00386 1 50 04 040
E:.info@safe.si

W: https://safe.si/

Target Group/Context | Parents, Children/Youth, teachers/adult educators, experts (youth wor}
social workers)

Content/Learning Seminars/ Workshops/ Online Learning Material
Qutcomes

Description of the The Safer Internet Center offers three main services:

Process

1 Awareness Centre SAFE.SI
The project’s aim is to prov
teachers and social workers with knowledge and tools for guidi
empowering and helping children and teenagers in the digital
world.

1 Helpline TOM Telefon
TOM Telefon, is aimed at all young p&ppnd their parents who
have any problems and want to discuss them. Since growing u
itself is a turbulent period that brings so many changes, every
and young person needs a possibility to have a relaxed
conversation about that.

1 Spletno oko hotline
The main task of the Spletno oko hotline is to reduce the amou
of child sexual abuse images and hate speech online, in
cooperation with the Police, Internet Service providers, and oth
governmental and nogovernmental organizations.

Resources needed /

Evaluation of the/
Methodology



mailto:info@safe.si
https://safe.si/napotek/preprecevanje-zasvojenosti-in-ukrepanje-ob-znakih-zasvojenosti
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Title Prevention Platform programme (202D22)

Location Slovenia
Ljubljana
Organisation/Institution| | nst i t ute for Research and Deve

Contact Data

Laze pri Borovnici 9, 1353 BorovnicaSBhenia
T: 00386 31 880 520

E:.info@institututrip.si

W: https://www.preventivnaplatforma.si/kontakt/

Target Group/Context

Children/Youth, parents and iméctly educators, teachers, health, soc
and youth workers, employees and volunteers in sgmvernmental
organizations.

Content/Learning

Training/WorkshofCounseling/List of good practices

Outcomes
Description  of  the The programme consists fite fundamental pillars:
Process 1. Prevention in education.

2. Family prevention and quality parenting.

3. Communityoriented prevention.

4 Environmental prevention strategies and advocacy for quality
prevention.

5. Education and training.

The programme covers variodgrms of risky behaviour of children arn
young people, in particular the prevention of the use of legal and illicit d
and nonclinical addiction.

Resources needed /
Evaluation of the/
Methodology
Title Center Steker / Plug Center
Location Slovenia
Maribor

Organisation/Institution

DrusStvo I ndiJanez

Contact Data

Ob Zel ezni ci 16
2000 Maribor
T: 0038631 850 500

E: info@steker.si.
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Target Group/Context

Children/YouthParents

Content/Learning

Counselling/preventive workshops/lectures/ technical support

Outcomes
Description  of the They focus on a number different subareas of addiction, namely harmf
Process use of the web in general, social networks, mobile phones, tab

television, computer and cfine gaming, gambling and online pornograp

1 Under the "Get out" programme, they implement:
Counselling to wess who are addicted to digital technologies an
their loved ones
1 Under the "latch onto" programme, they implement:
o0 preventive workshops for primary and secondary schog
pupils on the excessive use of digital technologies,
o workshops and lectures for pants and professionals,
0 technical support to parents aimed at informing parents
useful skills to ensure online safety
Resources needed /
Evaluation of the/
Methodology
Title Klinika za zdravl jenj e n ¢Rliaioforctha
treatment of nonchemical addictions
Location Slovenia
Nova Gorica

Organisation/Institution

Zdravstveni dom Nova Gorica

Contact Data

Gradnikove brigade 7, 5000 Nova Gorica

00386 5 33 83 265

miha.kramli@zeho.si
https://www.zd-go.si/fambulante/zdravljenj@dvisnosti/

Target Group/Context

Parents, Children/Youth

Content/Learning

Workshop/Personal counselling

Outcomes

Description  of the Clinicfor the treatment of norchemical addictions.
Process

Resources needed /

Evaluation of the/

Methodology

* ¥ %
* *

*

*
* 5k
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Title I nStitut za Zasvojenost. in tr

psihoterapijo, Ljubljana/ Addiction and Trauma Institute
Location Slovenia,
Ljubljana

Organisation/Institution

Addiction and Trauma Institute

Contact Data

Linhartova cesta 9, 1000 Ljubljana
T: 00386 41 669 196
E:info@petertopic.si

W: https://lwww.petertopic.si/

TargetGroup/Context

Parents, Children/Youth, Adults

Content/Learning

Workshop/Personal counselling

Outcomes
Description  of  thel Institute practice is focused on assisting individuals dealing with addi
Process disorders and trauma history. We aspecialized in Internet Addiction ar

other Addictions related to electronic media (gaming, gambling,

rooms...).
Resources needed /
Evaluation of theg/
Methodology
Title Posvetovalnica za udence ionstudents
and parents
Location Slovenia
Novo mesto
Organisation/Institutionf Posvet oval ni ca zZa ucence [
Contact Data MusSi ¢deva ulica 2, 8000 Novo mes

T: 00386 7 39 34 420
E:info@posvetovalnica.si
W: https://www.posvetovalnica.si/

Target Group/Context

Public, Professionals, Parents, Children/Youth

Content/Learning

Outcomes Seminars/Workshop/Personal counselling
Descripton of the Posvetoval nica Noa mestoeinacpeblici instituge the
Process provides counselling, therapy, educational and preventive activities

therapy for children and adolescents from our inner and wider region, {



mailto:info@petertopic.si
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parents, teachers, educators of adolescents, counselling work
educational, educational institutions and other institutions.

Resources needed /

Evaluation of the /

Methodology

Title Posvetovalnica za ucdence in st a

and parents

Location Slovenia

Novo mesto
Organisation/Institutionf Posvet oval ni ca zZa ucence [
Contact Data MusSi ¢eva ulica 2, 8000 Novo mes

T: 00386 7 39 34 420
E.info@posvetovalnica.si

W: https://www.posvetovalnica.si/
TargetGroup/Context | Public, Professionals, Parents, Children/Youth
Content/Learning

Outcomes Seminars/Workshop/Personal counselling
Description of the Posvetoval nica Noa mestoeisacpeblici institute thg
Process provides counselling, therapy, educational and preventive activities

therapy for children and adolescents from our inner and wider region, t
parents, teachers, educators of adolescents, counselling work
educational, educational institutions and other institutions.

Resources needed /
Evaluation of the/
Methodology

2 Needs and gaps of children, parents and adult educators

2.1 Needs and gaps of adult educators

To learn more about the needstime adult education sector, 12 adult educators took part in this survey
who are working on this field on average of 10 years.

They work with different target group$;om children to adults, vulnerable target groups... G®f
respondents also perform actiiets for the target group of parents.
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Only 1794 of respondentshad previous experienagith courses classes dealing withline addiction
andor violentbehaviouronlinefor example Work safely with the InterneSafe, Logout workshop on
addiction to smaphones, computer games. Of all respondents one has experience as a lecturer.

EXPERIENCES

HYes mNo

A third of respondents know the area well while the other third does not kabail
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FAMILIARITY WITH THE TOPIC

m Not at all familiar m Extremely familiar m Slightly familiar

17 %of respondents have already encountered online addiction anél®? respondentsexpressed
their interest to learn more about the issue of IAB through seminars.

When talking about challengedid most exposed challenges are online security, abandoning hobbies
in children and other physical activities, passivity of children, physicalition of children is getting
worse, nervousness and aggression, apathy. They are wondering how to identify, react and/or how to
prevent addiction.

2.2 Needs and gaps of children and parents

To learn more about the needs of parents and their childrerpégents took part in this survey.
Average age of the respondents was 41 with children aged around 13,5 years old.

All parents pointed out that their children have internet access and on average almost 6 devices with
internet access (computer, tablet, phenPlayStation, television).

All children have their own internet access devices where they spend an average of 3.2 hours a day
and 20.45 hours a week. From the whole time spent online they spent on average 2 hours a day for
school and 1.8 hours of freerte spent on Youtube, social networks, playing games, browsing the web.

STEPin
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47%0of t he respondents think that
parents believe this time is excessive.

TIME CHILDREN SPEND ONLINE

H Inappropriate ® Appropriate
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60 % of par e rhild agleme et ™ pawleintte 40 % of parents t
necessary because their children know how to set up boundaries. 55 % of parents think establishing
house rules helps children understand your expectations. Without them children would probably

spend een more time online.

67 % of parents noticed changes in their children's habits related to their time spent online. They
noticed that children do not hear and not see anything else around them while they are online, they

close themselves off, there is nacketo-face communication anymore. They also notice their children

are often bored, behave badly and are being disr
model s” ) .

The biggest challenge for parents is to lithi time they spent onlinenot only when they are around.

53 % of parents do not know or use any way to deal with excessive time spent online. However, 47 %
of parents use: timdor-time gauges spent online; remove devices once the limit is reached; house
rules; time spent onlinea search for useful information.

33 % ofrespondentsdo not need additional knowledge while others have expressed intéodsiarn
more about

Getting to know apps-time limiters,

effective methods for shifting attention to other areas (sport, ...)
how to set uprestrictions

gainknowledge in the field of internet and internet dependency
gain ICT skills and learn howdet substantive restrictions.

= =4 —a —a A

2.3 Conclusion

Based on both studies, conducted amgragents and adult educatorsaie found that the need

to upgrade the knowledge of both adult educators and parents is very high. There is also a
need for new additions and teachingaterials as well as the promotion of existing ones,
which are wellset but perhaps a little undeknown.




